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APP-Control Server ETS access via

Pro Service Portal and
APP-Control Connect

Description:

How is the APP-Control-Server interface set
up for remote access via ETS and how is the
connection established?
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Prerequisite:

Firmware version of the APP-Control Server V2.0.1 or higher.

The APP-Control Server is registered on a specialist dealer ProService
portal as well as on an end customer account.

The specialist dealer has invited the end customer to his ProService
portal and the end customer has accepted the invitation.

The App-Control Server KNX remote access must be activated in the
end customer account.

Remote access on the local device is enabled.

The status in the ProService Portal is indicated with a green dot.

The APP-Control Connect software is installed on the PC
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Mybuildings.abb.com End customer account:
Here, KNX remote access must be set to "Not restricted".
By default, this is always set like this.

Device &g Y 0, [
Name
3 Settings

Restrict access for the professional Not restricted v

Device options

- . Restrict access for remote KNX access Not restricted v
Mobile devices
Receiver groups Restrict access for remote device access Not restricted v

Local Device:
In this case, remote maintenance must be set to or “Always” or “Dependent
on object”. This object can be defined on the Proservice account

Settings
Remote maintenance
basic .
Allow remote maintenance: Always v
Settings
Remote maintenance
basic )
Allow remote maintenance: | Dependent on object v |

Proservice.mybuildings.abb.com Professional account:
Here you can connect a KNX group address to control this remote
maintenance

Remote maintenance

Group address to enable/disable remote maintenance X/X/X
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ProService Dealer Account:
First, log in to the ProService reseller account, then click on 'Systems' at the
top and select the APP-Control Server you want to connect to

Systems

Show: KNX APP-Control Server v

System (O

Status () Customer ) ~ Responsible

employees (O

Adddevice O

Q search

Main action(s) O

App-Control Server m

To the commissioning interface

To the commissioning interface

+ D

AN

Now click on the Start button.

App-Control Server
APP-Control Server

Description of the system by the customer:

Customer:

State: on

IP-Address:

ID:

Serial number:
Firmware version: 2.1.0
Assigned to:

Customer detail page

Add Installation address here P

To ensure you receive the best services, kindly provide the
installation address of the physical system. This will enable you to
take advantage of a variety of features

To the commissioning interface

. T

Remote access to the local device interface

Remote access to the KNX system via the ETS

Nomputer

The following window will appear, in which you click on "START SESSION".
r o

Start remote session

Server Thuis

You are about to start Remote maintenance session for device APP-Control

[x]

Cancel Start session

A
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APP-Control Connect APP:

Now the APP "APP-Control Connect" starts and lists all APP-Control Servers
for which KNX remote access is possible. Select the device you want to
connect to by clicking on the ETS icon.

B 2PP-Control Connect

Reload device list
12345
12345 (:)
14109
14109 (::)
14137
14137 (:)
67925-
67925- (::)
68396~
68396~ (:)
APP-Control Server ’ et (\

N—
The grey icon indicates that a KNX remote connection is ready to be started,

and the blue flashing icon indicates that the KNX remote connection is in the
process of being established.

APP-Control Server @

If the connection has been successfully established, the following window
appears. After programming is complete, the connection must be
disconnected using the "Close connection” button.

& Remote ETS connection started

You now have to go to the ETS and start the localhost
connection. If you are finished, please close the

connection here.
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ETS6-Software:

Now switch to the ETS and create the remote interface. This cannot be

automatically recognized by ETS and must therefore be created manually in

the ETS customer project as an IP tunneling interface.

E Panels ~

v B Automatic

e K™ Undo

% Tapko USE Interface (TAPKO Technologies)

=@ KNX APP-Control Server® (192.168.178,52:3671 Tep - 1.0.235) {23

Manage Configured Cw..
~

Y RO @0 Aav
@

N~

Manage Configured Connections

/y (*) Warning: Exposing a KNX interface to th

=k Add

" P Tunneling

;;“:.%:\

[4= Import

When the IP tunneling connection has been added, the following window

will appear and the interface can be parameterized with the necessary data.
Either the name "localhost" or the IP address 127.0.0.1 can be entered as the

server. If both cases, NAT mode must be activated.

P Tunneling
Marme
[P Tunneling

Individual Address
Can only be set by downloading the
interface device.

Server
lzcalhost
Port
3671
IP Protocol
Auto -

MNetwork Address Translation
v Connect using NAT mode

P Tunneling
Mame
IP Tunneling

Individual Address
Can only be set by downloading the
interface device.

Server
127.00.1
Port
3871

IP Protocol

Auto -

Metwork Address Translation

~" Connect using NAT mode LAY
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Now the interface can be tested and saved as a favorite for the ETS
customer project. Finally, the interface is to be adopted by clicking the "OK"

button.

bus interface automatically, either because the network does not support IP Multicast, or the interface is behind a

A0 (%) Warning: Exposing a KNX interface to the public internet is a major security risk! Act responsibly and allow access only via a secure channel (VPN) instead.

== Add "7 Toggle Use for this Project € Delete  [4= Import  [=b Export )
<% |IP Tunneling

- IP Tunneling {127.0.0. :3671 Tcp)
MName
I Tunneling
Individual Address

In order for the interface to remain
Can only be set by downloading the

permanently available in the project, you

can save it as a favorite for this project Uz s ereilzio physic.al ertoce device
by clicking the star. address from the ten available
tunnel addresses of the APP- Server
Control Server is automatically 157001
transmitted and entered. oot
3671
IP Protocol
The connection can now be Auta -
tested via the "Test" button. MNetwork Address Translation
If the process is successful, + Connectusing NATmode /1y
it will be confirmed with \
Test Ok
To apply the interface, you must
finally confirm it with "OK". — -
T — OK Cancel

Due to the fact that the interface was saved as a favorite, it is now available
in the ETS customer project.

s %V ® ° o @ e
E Automatic

& KNX USE Interface

e e o

HR Wi-Fi(224.0.23.12)

v daop Tunneling (localhost:3671 Tcp)

Manage Configured Connections...
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Danger - Electrical voltage !

Only install the equipment if you have the necessary electrical engineering

knowledge and experience.

* Improperinstallation endangers your own life and that of the users of
the electrical system.

* Improperinstallation can cause serious property damage, e.qg. fire

Product Manual
For more detailed information, please refer to the product manual via the
link below or the QR code.

Download Handbuch APP-Control Server CT/S2.1

The APP-Control Connect software can be downloaded via the following link.

E Download APP-Control Connect



https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5273&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5273&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5273&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5273&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5273&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7478&LanguageCode=de&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7478&LanguageCode=de&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7478&LanguageCode=de&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7478&LanguageCode=de&LanguageCode=en&LanguageCode=es&LanguageCode=fr&LanguageCode=it&LanguageCode=nl&LanguageCode=pl&LanguageCode=ru&DocumentPartId=&Action=Launch
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